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Introduction

= |oT devices offer convenient features but they also introduce
cyber-security risks to traditionally "dumb” equipment

= Qur security investigation focuses on the device group of smart
doorbells

= Smart doorbells live stream their camera feed, issue notification if
motion is detected and offer two-way audio calls with visitors

= They require a constant internet connection and are accessed and
set up by an companion app which requires an account

= Investigated devices for this research: Victure VD300, Eken V5, Eken
V7, and Tuya DDV-202
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= Firmware
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= Search
Backend Server for default credentials, encryption
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= Reverse Engineering
; I Network Analysis
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Communication = Network traffic between doorbell,
Monitor .
Doorbell Doorbell App app and backend server is relayed

through a communication monitor

= Wireshark and Mitmproxy
to capture and analyze network traffic

Figure 1. Network analysis setup.
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